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• 5G Security on European Level
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5G in a Nutshell: Design Criteria
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5G in a Nutshell: Technological Advances
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• Advances in Radio Interface Technology – New Radio (NR)
• Antennae Technologies – Massive MIMO und Beamforming

• Using mm-Waves

• Advances in Core Network Technology
• First „native cloud“ mobile technology

• Software Defined Networks (SDN) and Network Function Virtualization (NFV)

• Network as a Platform – Network Slicing



• National risk assessments by Member States 
focussing on security of 5G networks

• Assessment of mitigation measures already in 
place on national level

• Promotion of enhanced cooperation on EU level
and preparation of an EU-wide coordinated risk 
assessment

• Development of a common toolbox for risk
mitigation adressing the risks identified
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Mar.2019: EC Recommendation on 
Cybersecurity of 5G-Networks



Oct.2019: Report on EU Coordinated
Risk Assessment 
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• Union-wide assessment of exposition to risks on 
basis of Member States‘ individual assessments

• Threat landscape by ENISA
• NIS-Cooperation Group 

• Austria: Federal Chancellery (=NIS Authority) + RTR

• Publication of Report in Oct.2020



Jan.2020: EU Toolbox
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• Mitigation measures to adress the cybersecurity risks
identified on national and EU level

• Preparation of Toolbox by NIS Cooperation Group
• Austria: Federal Chancellery + RTR

• Publication: 29.01.2020



Toolbox: Strategic measures
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• Strengthening the role of national authorities
• Performing  audits on operators and requiring information
• Assessing the risk profile of suppliers and applying restrictions for suppliers considered to 

be high risk - including necessary exclusions to effectively mitigate risks for key assets
• Controlling the use of Managed Service Providers (MSPs) and equipment suppliers’ third 

line support
• Ensuring the diversity of suppliers for individual MNOs through appropriate multi-vendor 

strategies
• Strengthening the resilience at national level
• Identifying key assets and fostering a diverse and sustainable 5G ecosystem in the EU
• Maintaining and building diversity and EU capacities in future network technologies



Toolbox: Technical measures
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• Ensuring the application of baseline security requirements (secure network design and 
architecture)

• Ensuring and evaluating the implementation of security measures in existing 5G standards
• Ensuring strict access controls
• Increasing the security of virtualised network functions
• Ensuring secure 5G network management, operation and monitoring
• Reinforcing physical security
• Reinforcing software integrity, update and patch management
• Raising the security standards in suppliers’ processes through robust procurement conditions
• Using EU certification for 5G network components, customer equipment and/or suppliers’ 

processes
• Using EU certification for other non 5G-specific ICT products and services (connected devices, 

cloud services)
• Reinforcing resilience and continuity plans



Implementation of 5G Toolbox in Austria
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• Ordinance acc. to Art 16a (9) TKG 2003
• With the consent of the Federal Minister of Transport, Innovation and Technology 

and of the Federal Minister of the Interior, and with due attention to the relevant 
international regulations, to the type of network or service, to the technical 
possibilities, to the protection of personal data and to other user interests worth 
protecting, the regulatory authority may issue an ordinance implementing Articles 
16 and 16a and stipulate provisions on (1.) the security of network operation; (2.) 
the maintenance of network integrity; (3.) the interoperability of services; (4.) 
preventive security measures; (5.) the specification of security policies, especially 
identity and access administration; and (6.) procedures for operators of public 
communications networks or services in the case of security breaches. 

• Other legal provisions necessary



Broad stakeholder involvement
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• Jan. 2020 Publication of toolbox
Preparation of ordinance proposal by RTR

• Feb. 2020 First discussion of ordinance proposal with Federal Ministries
Discussions with operators and federations

• Mar. 2020 Discussion of ordinance proposal with operators and Federal Ministries as
part of the current telecoms‘ sector risk assessment by RTR („CoT“)

• Apr. 2020 Finalising of ordinance proposal in coordination with BMLRT, BMI and BKA
Start of public consultation
Workshop with 5G equipment vendors

Jun. 2020 End of public consultation
Evaluation of inputs from the public consultation
Finalising of ordinance in coordination with BMLRT, BMI and BKA

Jul. 2020 Publication of ordinance



Network Security Ordinance 2020
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• Telekom-Netzsicherheitsverordnung 2020

• Currently, available in German only
• https://www.rtr.at/en/tk/TK_NSiV_2020

https://www.rtr.at/en/tk/TK_NSiV_2020


Security measures for 5G network operators
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• Specific requirements for 5G operators with more than 100.000 customers
• Proof of fulfillment of information security management system according to recognized 

standards by means of an audit report until 31.12.2021, and regularly thereafter;
• Proof of fulfillment of 5G specific security standards (3GPP, ENISA) by means of a 

declaration of conformity until 30.06.2021, and regularly thereafter;
• Proof of fulfillment of additional requirements (on request by RTR)

• NOC/SOC on premises within the EU
• Monitoring and physical protection of critical components
• Protection of manangement traffic
• Access for qualified personnel only
• Secure processes for software updates and patch manangement
• Multi-vendor strategy

• Information on vendors of 5G components and functions with relevance for security used
in the network



Toolbox Measures not addressed in Ordinance
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• High Risk Supplier List
• Currently no legal basis in Austrian Telecommunications Act

• EU-wide certification of 5G equipment
• To be expected in 2-3 years time

• Currently adressed with declaration of conformity

• Multi-vendor approach on national level
• Not included due to excessive intervention intensity

• Monitoring of Foreign Direct Investment (FDI)
• No legal basis in Austrian Telecommunications Act



Conclusions
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• 5G is a major driver for further digitalisation in the EU
• Security and trust are key for the success of 5G
• Risk assessments have been performed across the EU
• Risk mitigation measures have been identified and published in toolbox
• Measures now to be implemented by EU Member States
• In Austria: 

• Successful cooperation with Federal Ministries responsible for security

• Established PPP process involving authorities, operators, vendors, federations
and the Internet community

• Network Security Ordinance published on 03.07.2020
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